Amendment and Response 

Applicant: Von L. Hansen 

Serial No.: 09/995,777 

Filed: November 29, 2001 

DocketNo.: 10004290-1 (H302.150.101) 

Title: SECURE PRINTING SYSTEM AND METHOD . 

REMARKS 

The following remarks are made in response to the Office Action mailed May 9, 2005. 
Claims 2-3, 7, 9, 12-13, 15, 22, and 31-32 have been cancelled. Claims 1-33 were rejected. 
With this Response, claims 1, 4-6, 8, 10-11, 14, 16-19, 21, 23-26, 27, 29-30, and 33 have been 
amended. Claims 1, 4-6, 8, 10-11, 14, 16-21, 23-30, and 33 remain pending in the application 
and are presented for reconsideration and allowance. 

Claim Rejections under 35 U.S.C. § 102 

In the Office Action, claims 1-3, 5-7, 9, 14, 21-23, 25, and 27-32 were rejected under 35 
U.S.C. 102(e) as being anticipated by Matsui et al. U.S. Patent No. 6,167,514. 

Applicant's amended independent claim 1 specifies a method of printing not disclosed by 

Matsui. 

In Matsui, encrypted data is sent from PCI to printer 2 for printing (SI 4) and then printer 
2 decrypts the data and prints the data (S28, S30). The data is encrypted and decrypted via a 
cryptographic program and cryptographic key according to a Key Predistribution System (KPS). 
See at Matsui at Column 10, lines 15-32. 

However Matsui does not disclose transmitting a security key separately from a 
document, after the document has already been posted at an identified printer/server for printing, 
to enable the printer to execute the print job to print the document, as claimed by Applicant in 
independent claim 1. In Matsui, as soon as the data transmitted from the computer (PCI) is 
decrypted, it is printed by printer 2. In other words, in Matsui, the exchange of ID information 
and cryptographic process between the PCI and printer 2 takes place before the data is sent, and 
once the data is sent and decrypted, no barrier remains to printing the data at printer 2. See at 
Matsui at Column 10, lines 15-32. Accordingly, Matsui does not disclose preventing the printing 
of the print job until a later time when a mobile computing device wirelessly transmits a security 
key that is separate from the document with that security key enabling activation of the identified 
printer via the mobile computing device to execute the print job, as claimed by Applicant. 



10 



Amendment and Response 

Applicant: Von L. Hansen 

Serial No.: 09/995,777 

Filed: November 29, 2001 

Docket No.: 10004290-1 (H302.150.101) 

Title: SECURE PRINTING SYSTEM AND METHOD 

In addition, Matsui does not disclose preventing the print job from printing until the later 
time when a mobile computing device is within a wireless transmission range of the identified 
printer to confirm the presence of the mobile computing device adjacent the identified printer, as 
claimed by Applicant. Instead, as described above, Matsui directs printing to occur at printer 2 
apparently just after the data is decrypted at printer 2. 

For these reasons, Matsui fails to teach or suggest Applicant's independent claim 1. 
Accordingly, Applicant believes that claim 1 is patentable over Matsui. Claims 4-6, 8, and 16-18 
are also believed to be patentable over Matsui based on their dependency from patentably 
distinct independent claim 1 . 

For substantially the same reasons as presented for patentability of claim 1, Matsui fails 
to disclose Applicant's amended independent claim 29 which is directed to a computer readable 
medium having computer-executable instructions for performing a method of printing ~ the 
method including substantially the same limitations as claim 1. For these reasons, Matsui fails to 
teach or suggest amended independent claim 29, and therefore Applicant's amended independent 
claim 29 is patentable and allowable over Matsui. Claims 30 and 33 are believed to be allowable 
based on their dependency from independent claim 29. 

Applicant's amended independent claim 25 specifies a printer. 

In Matsui, encrypted data is sent from PCI to printer 2 for printing (S14) and then printer 
2 decrypts the data and prints the data (S28, S30). The data is encrypted and decrypted via a 
cryptographic program and cryptographic key according to a Key Predistribution System (KPS). 
See at Matsui at Column 10, lines 15-32. 

However Matsui does not disclose a wireless communication module configured to 
receive a wireless transmission of a security key separately from a document, at a point in time 
after the document has already been stored at the printer, with the security key configured to 
enable the printer to execute the print job to print the document, as claimed by Applicant in 
independent claim 25. In Matsui, as soon as the data transmitted from the computer (PCI) is 

11 



Amendment and Response 

Applicant: Von L. Hansen 

Serial No.: 09/995,777 

Filed: November 29, 2001 

Docket No.: 10004290-1 (H302.150.101) 

Title: SECURE PRINTING SYSTEM AND METHOD 

decrypted, it is printed by printer 2. In other words, in Matsui, the exchange of ID information 
and cryptographic process between the PCI and printer 2 takes place before the data is sent, and 
once the data is sent and decrypted, no barrier remains to printing the data at printer 2. See at 
Matsui at Column 10, lines 15-32. Accordingly, Matsui does not disclose receiving the security 
key a later time when a mobile computing device wirelessly transmits a security key separately 
from the document, as claimed by Applicant. 

In addition, Matsui does not disclose that the wireless communication mo dule of the 
printer is configured to receive a wireless transmission in which both of the security key and the 
printing instructions provided in the wireless transmission are in device independent 
programming language to be implemented by the device independent program language reader 
of the printer. 

For these reasons, Matsui fails to teach or suggest Applicant's independent claim 25. 
Accordingly, Applicant believes that claim 25 is patentable over Matsui. Claims 21, 23-24, and 
26 are also believed to be patentable over Matsui based on their dependency from patentably 
distinct independent claim 25. 

Applicant's amended independent claim 27 specifies a mobile computing device. 

Matsui does not disclose a mobile computing device including a wireless communication 
module configured for activating, via a wireless transmission from the mobile computing device, 
a printer to print a document wherein the document is made available to the printer from a source 
external to the mobile computing device and wherein the wireless transmission sends printing 
instructions and a security key to the printer with the security key being separate from the 
document and configured to enable the printer to print the print job, as claimed by Applicant in 
amended independent claim 27. 

In Matsui, the data is transmitted from the computer (PCI), decrypted at printer 2, and 
then printed by printer 2. In other words, in Matsui, the exchange of ID information and 
cryptographic process between the PCI and printer 2 takes place before the data is sent, and once 
the data is sent and decrypted, no barrier remains to printing the data at printer 2. See at Matsui 
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at Column 10, lines 15-32. Accordingly, Matsui does not disclose a mobile computing device 
that wirelessly transmits a security key that is separate from the document with that security key 
enabling activation of the identified printer to execute the print job, as claimed by Applicant in 
amended independent claim 27. 

Moreover, Matsui does not disclose that the activation of the printer by the mobile 
computing device for printing a document is for a document made available to that printer by a 
source external to the mobile computing device, as claimed by Applicant in amended 
independent claim 27. Instead, the passages of Matsui cited in the Office Action merely specify 
that the computer (PCI) that provides the data also provides the print control code (i.e. command 
to print) to printer 2 to enable printing the data. 

In addition, Matsui does not disclose a wireless communication module of a mobile 
computing device that includes an automatic identification module to identify to a printer, based 
on a presence of the mobile computing device within a wireless communication range with the 
printer, that an individual associated with the mobile computing device is adjacent the printer to 
retrieve the printed document from the printer, as claimed by Applicant in amended independent 
claim 27. Instead, as described above, Matsui directs printing to occur at printer 2 apparently 
just after the data is decrypted at printer 2 and does not address the presence or absence of any 
individual as inferentially established by the presence or absence of a mobile computing device. 

For these reasons, Matsui fails to teach or suggest Applicant's independent claim 27. 
Accordingly, Applicant believes that claim 27 is patentable over Matsui. Claim 28 is believed to 
be patentable over Matsui based on its dependency from patentably distinct independent claim 
27. 

In the Office Action, claims 10-13, 16-18, and 24 were rejected under 35 U.S. C. 102(b) 
as being anticipated by Smart et al. US 2003/0208691 (Smart). 

Applicant's claim 10 specifies a method of printing comprising carrying a document on a 
mobile computing device as a print job for a remote printer and then wirelessly transmitting the 



13 



Amendment and Response 

Applicant: Von L. Hansen 

Serial No.: 09/995,777 

Filed: November 29, 2001 

Docket No.: 10004290-1 (H302.150.101) 

Title: SECURE PRINTING SYSTEM AND METHOD 

print job, including printing instructions, to the remote printer from the mobile computing 
device. The print job is configured to be enabled for printing via an electronic security key. The 
method also comprises printing the print job on the remote printer when the user wirelessly 
transmits to the printer the electronic security key from the mobile computing device, separate 
from wireless transmission of the print job, to enable printing of the print job on the remote 
printer. 

In contrast, Smart discloses use of a physical security key 300, as shown in Figure 12, 
insertable into camera 102. This same physical security key 300 must be inserted into printer 
104 before the print job will be printed at printer 104. See Smart at Column 15, paragraph 168. 
In other examples involving cryptographic authorization, a private "enablement" key is still 
embodied physically as a physical object 300 to be used at printer 104 to enable printing of the 
print job. See Smart at Column 15, paragraph 168. Additionally or alternatively to providing 
access security, the data itself can be encrypted using a public key and decrypted at printer 104 
via private key 300 (which is apparently still physical key 300). See Smart at Column 15, 
paragraph 168. 

Accordingly, in each case of the passage cited in the Office Action, Smart includes a 
physical key to initiate printing at printer 104 from a camera. 

Applicant's method wirelessly transmits a print job to a remote printer with the print job 
being configured to be enabled for printing via an electronic security key. Applicant's method 
also wirelessly transmits the electronic security key , separate from wireless transmission of the 
print job. Either or both of the wireless transmissions of the print job and the security key, 
respectively, are not analogous to a physical security key 300 required to initiate printing, as 
described and illustrated by Smart. 

For these reasons, Smart fails to teach or suggest Applicant's claim 10. Therefore, 
Applicant believes that amended independent claim 10 is patentable and allowable over Smart. 
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Applicant's claim 1 1 specifies a method of printing comprising directing printing of a 
print job via electronically authorizing , without a physical secu rity key, the print job on a server 
for printing at a printer. The method also comprises selectively delaying printing of the print job 
until the printer receives printing instructions and an electronic security key, via an authorized 
wireless transmission to the printer from a mobile computing device, wherein the wirelessly 
transmitted electronic security key authorizes printing of the print job according to the printing 
instructions. 

In contrast, Smart discloses use of a physical security key 300, as shown in Figure 12, 
insertable into camera 102. This same physical security key 300 must be inserted into printer 
104 before the print job will be printed at printer 104. See Smart at Column 15, paragraph 168. 
In other examples involving cryptographic authorization, a private "enablement" key is still 
embodied physically as a physical object 300 to be used at printer 104 to enable printing of the 
print job. See Smart at Column 15, paragraph 168. Additionally or alternatively to providing 
access security, the data itself can be encrypted using a public key and decrypted at printer 104 
via private key 300 (which is apparently still physical key 300). See Smart at Column 15, 
paragraph 168. 

Accordingly, in each case of the passage cited in the Office Action, Smart includes a 
physical key to initiate printing at printer 1 04 from a camera. 

Applicant's method initially directs printing of the print job without a physical security 
key and enables printing of the print job with an electronic security key at the printer transmitted 
wirelessly from a mobile computing device. The authorized wireless transmission is clearly not 
a physical security key. 

For these reasons, Smart fails to teach or suggest Applicant's claim 11. Dependent 
claims 12, 14, 19 and 20 are believed to be allowable as well based on their dependency from 

independent claim 1 1 . 

Applicant believes that independent claims 1, 10, 1 1, 25, 27, and 29 are patentable and 
allowable over Matsui and/or Smart, and therefore, respectfully requests that the above rejection 
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of independent claims 1, 10, 1 1, 25, 27, and 29 and all claims depending therefrom, under 35 
U.S.C. § 102 be withdrawn. 

Claim Rejections under 35 U.S.C. § 103 

Claims 15, and 19-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Smart et al. in view of Blumberg et al. US 2003/0140315 (Blumberg). 

Claim 15 has been cancelled. Claims 19 and 20 have been amended to depend from 
independent claim 1 1 and are believed to be allowable based on their dependency from amended 
independent claim 1 1, which is believed to be allowable for the reasons previously presented in 
favor of the patentability of claim 1 1. In addition, Blumberg fails to cure the deficiencies of 
Smart regarding amended independent claim 1 1 as Blumberg is directed to an on-line on-demand 
printing service rather than interaction of a mobile computing device and printer for activating a 
printer to print a print job in relation to a security key and printing instructions, as claimed by 
Applicant. Accordingly, one cannot combine Smart and Blumberg to arrive at Applicant's claims 
11 and 19-20. 

Claims 4, 8, 26, and 33 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Matsui et al. in view of Blumberg. 

Claims 4 and 8 depend from amended independent claim 1 and are believed to be 
allowable based on their dependency from amended independent claim 1, which is believed to be 
allowable for the reasons previously presented in favor of the patentability of claim 1 . In 
addition, Blumberg fails to cure the deficiencies of Matsui regarding amended independent claim 
1 as Blumberg is directed to an on-line on-demand printing service rather than interaction of a 
mobile computing device and printer for activating a printer to print a print job in relation to a 
security key and printing instructions, as claimed by Applicant. Accordingly, one cannot 
combine Matsui and Blumberg to arrive at Applicant's claims 1, 4, and/or 8. 

Claim 26 depends from amended independent claim 25 and is believed to be allowable 
based on its dependency from amended independent claim 25, which is believed to be allowable 
for the reasons previously presented in favor of the patentability of claim 25. In addition, 
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Blumberg fails to cure the deficiencies of Matsui regarding amended claim 25 and 26, as 
Blumberg is directed to an on-line on-demand printing service rather than interaction of a mobile 
computing device and printer for activating a printer to print a print job in relation to a security 
key and printing instructions, as claimed by Applicant. Accordingly, one cannot combine Matsui 
and Blumberg to arrive at Applicant's claims 25 and/or 26. 

Claim 33 depend from amended independent claim 29 and are believed to be allowable 
based on their dependency from amended independent claim 29, which is believed to be 
allowable for the reasons previously presented in favor of the patentability of claim 29. In 
addition, Blumberg fails to cure the deficiencies of Matsui regarding amended independent claim 
29 and dependent claim 33, as Blumberg is generally directed to an on-line on-demand printing 
service rather than interaction of a mobile computing device and printer for activating a printer to 
print a print job in relation to a security key and printing instructions, as claimed by Applicant. 
Accordingly, one cannot combine Matsui and Blumberg to arrive at Applicant's claims 29 and/or 
33. 

Applicant believes that claims 4, 8, 19-20, 26 and 33 are patentable and allowable over 
Matsui, Smart, and/or Blumberg and therefore, respectfully requests that the above rejection of 
claims 4, 8, 19-20, 26, and 33 under 35 U.S.C. § 103 be withdrawn. 

CONCLUSION 

In view of the above, Applicant respectfully submits that pending claims 1, 4-6, 8, 10-11, 
14, 16-21, 23-30, and 33 are in form for allowance and are not taught or suggested by the cited 
references. Therefore, reconsideration and withdrawal of the rejections and allowance of claims 
1, 4-6, 8, 10-11, 14, 16-21, 23-30, and 33 is respectfully requested. 
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The Examiner is invited to contact the Applicant's representative at the below-listed 
telephone numbers to facilitate prosecution of this application. 

Any inquiry regarding this Amendment and Response should be directed to either Nathan 
Rieth at Telephone No. (208) 396-5287, Facsimile No. (208) 396-3958 or Paul S. Grunzweig at 
Telephone No. (612) 767-2504, Facsimile No. (612) 573-2005. In addition, all correspondence 
should continue to be directed to the following address: 

Hewlett-Packard Company 

Intellectual Property Administration 
P.O. Box 272400 

Fort Collins, Colorado 80527-2400 

Respectfully submitted, 
Von L. Hansen, 
By his attorneys, 

DICKE, BILLIG & CZAJA, PLLC 
Fifth Street Towers, Suite 2250 
100 South Fifth Street 
Minneapolis, MN 55402 
Telephone: (612) 767-2504 
Facsimile: (612) 573-2005 



Date: sjjy 1% ZOOS' 

PSG: kle Paul S. Grunzweig 




Reg. No. 37,143 



CERTIFICATE UNDER 37 C.F.R. 1.8 : The undersigned hereby certifies that this paper or papers, as described herein, 
are being deposited in the United States Postal Service, as first class mail, in an envelope address to- Mail Stop 
Amendment, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450 on this Iffh day of July, 

By_ 

Name: Paul S. Grunzweig (/ /) 
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